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Secret writings
Steganography

Is the art and science of embedding secret messages within openly accessible
information in such a way that the presence of the secret message is hidden.



Basics of steganography 
The stego-object 



Demaratus, king of Sparta 
480 b.c. 



Nabuchodonosor, king of Babylone 
600 b.c. 



Everyone knows that there is a language of the stamps, 
which is related to the language of the flowers as the 
Morse-code to the written alphabet.

Walter Benjamin, Einbahnstrasse, 1928.



The language of stamps 
Since Victorian times 
https://youtu.be/Sbloku-6GAU

https://youtu.be/Sbloku-6GAU


Josephine Baker’s 
Music scores 
1940 (video)

https://www.lemonde.fr/culture/video/2021/11/28/josephine-baker-au-pantheon-que-sait-on-de-son-activite-de-resistante_6103934_3246.html


Jeremiah Denton 
T-O-R-T-U-R-E 
1966 (video)

https://www.dailymotion.com/video/x39vdwj


BobAlice ⟶
⛓ ⛓
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Uses mathematical methods to scramble and encrypt messages, which means
you can always spot a cryptographic message through its nonsensical codes.
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Secret writings
Steganography

- to scramble messages 
- intended to provide privacy, 

through the use of codes and 
ciphers

- to hide messages 
- intended to provide secrecy, to 

conceal the presence of 
messages

Cryptography



Scytale (first cryptography object) 
Ancient Greeks used it 



Polybius square 
Polybius 
150 b.c.



Samuel Morse 
Painter and inventor 
1840



Morse code 
International convention 
S.O.S



Ars Signorum (Arts of Signs) 
George Dalgarno 
1661



He divided the universe in forty categories or classes, 
these being further subdivided into differences, which 
was then subdivided into species. He assigned to each 
class a monosyllable of two letters; to each difference, a 
consonant; to each species, a vowel. For example: de, 
which means an element; deb, the first of the elements, 
fire; deba, a part of the element fire, a flame. 

Jorge Luis Borges, El idioma analitico de John Wilkins, 1942.



Stenography class 
Shorthand writings 
1940



Enigma Machine 
Used during the WWII 
1919



Imitation Game 
about Alan Turing (video) 
2015

https://www.youtube.com/watch?v=QC0prng1jDY&t=90s




Basics of cryptography 
Public key cryptography 

BOB’s  
Public key

BOB’s  
Private key

Keys are different but mathematically linked.
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Edward Snowden 
by Laura Poitras 
June 2013



Trevor Paglen 
Autonomy Cube 
2014-2018



Julian Oliver 
Cyborg Unplug 
2014



Timo Toots 
Memopol-2 
2011-2013



Aram Bartholl 
Post Snowden nails 
2016



Olia Lialina 
Self portrait 
2018



Three kinds of networks 
Paul Baran 
1962



The option of going offline or off-the-grid is becoming 
increasingly relevant due to our digital vulnerability and 
unease generated around that reality.

Henry Warwick, Radical Tactics of the Offline Library, 2014. (video)

https://vimeo.com/95351775


Wired cover 
Cypherpunk movment 
1993



CryptoParty 
Santiago, Chile  
2013



Christopher Wylie 
whistleblower 
2018
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Christopher Wylie 
whistleblower 
2018

Sophie Zang

Frances Haugen

Brittany Kaiser



Shoshana Zuboff 
The Age of Surveillance Capitalism 
2019





Personal image 
Institute Paralelni Polis 
2017



Blockchain



Blockchain
Cryptocurrencies



Blockchain
Cryptocurrencies
NFTs





Le Monde 
article published on 
February 23, 2023



While cryptography is still thriving in finance, 
copyright and the private sector to increase 
commercial profits, its « dark-cousin », steganography 
has more quietly spread among communities that live 
in places with restricted freedom of speech.

Alice and Bob workshop, IDCE, Basel, February 2023.
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The visibility paradox

To be visible is to be vulnerable to social control and 
surveillance. But visibility can facilitate public 
recognition, as well as cooperation, solidarity and 
community building.

Amy Suo Wu, A cookbook of invisible writing, 2019.



Taxonomy of steganography 
Arnold et al. 2003 ; Bauer 2002 







Amy Suo Wu 
Thunderclap 
2017



Émilie Brout & Maxime Marion 
A truly shared love 
2021



Aram Bartholl 
Dead Drops 
2010 – ongoing



Julian Oliver 
The orchid project 
2015



Digital steganography





How does it work?



Bérénice Serra 
Swipe (web2print) 
2020

http://berenice-serra.com/swipe/index-eng.html




Alice and Bob workshop

DAY 1 
Presentation 
Playing with analog steganography 

DAY 2 
Introduction to digital techniques 
Alice and Bob game (by pairs)

DAYS 3 & 4 
Imagine a fictional community, or a 
community of which you are a part. 
Design a secure system that allows 
people to communicate with each 
other, using steganography. Design 
graphic objects that support these 
exchanges.

DAY 5 
Breaking the hidden messages 



Thomas Pausz 
Shellreader  
2023 (ongoing)
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